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OPTIMAL EXPERIMENT DESIGN IN A FILTERING CONTEXT
WITH APPLICATION TO SAMPLED NETWORK DATA

BY HARSH SINGHAL™, AND GEORGEMICHAILIDIS*
University of Michigan, Ann Arbdér

We examine the problem of optimal design in the context adtiitty mul-
tiple random walks. Specifically, we define the steady stavgtiimal design
criterion and show that the underlying optimization preblieads to a sec-
ond order cone program. The developed methodology is appi¢racking
network flow volumes using sampled data, where the desigahlarcorre-
sponds to controlling the sampling rate. The optimal dessgnumerically
compared to a myopic and a naive strategy. Finally, we relatevork to the
general problem of steady state optimal design for stateespendels.

1. Introduction. Consider a wide area computer network such as the one de-
picted in Figurel. A flowis defined as all traffic with common origin and destina-
tion nodes. Monitoring flow volumes plays an important ralenetwork manage-
ment tasks, such as capacity planning by tracking demardifoeagcasting traffic,
identifying failures together with their causes and impdetecting malicious ac-
tivity and configuring routing protocols2[ 17]. These flow volumes have been
observed to exhibit complicated structure, as seen in EiguFor example, the
highly aggregated flows usually have diurnal patterns (feégua) ) while lighter
flows can be extremely noisy (Figue(b)). Network traffic is carried on packets
that can be observed (and sampled) at router interfacesefwth calledobserva-
tion points However, during the measurement process sampling is eexbldue
to high flow volumes and resource constraints at routers.

It is increasingly common for such measurement infrastmgcto be deployed
in computer networks7]. Each packet from the aggregate flow at an observation
point is sampled independently with a certain probabilisgpling rate)§]. Typ-
ical sampling rates range between .001-.01. For every pachkapled, its header
information is recorded which allows one to reconstructots of interest, such as
volumes of flows with a particular source and destinatiomersing the network.
An important issue is how teelect(design) the sampling rates across the network
subject to resource constraints, in order to collect theimam amount of infor-
mation on the underlying source-destination flows. Obwiolesv sampling rates
result in large sampling noise. One way of achieving lowdinestion error with
the same sampling rate is throufjifkering; i.e combining the present measurement
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FIG 1. Geant Network: (a) geographic view (www.geant.net) afdh corresponding logical topol-
ogy

with past measurements to track the time-series of flow vekinn designing a
sampling scheme for this situation one needs to take intoetomeasurement
noise and process noise (innovation noise).

While modeling the dynamics of flow volumes is a challengiagktin itself
[15], we use a simple random walk model for this purpose. Thig@bast enough
model to be useful in a large range of applications and leadsdlable filters. We
consider the problem of minimizing the (running) estimataror through optimal
design of measurement scheme in the filtering context. bfghper, we take an
optimal design of experiment approach to the above problednd@monstrate its
application to computer network monitoring using samplathd

The related research on optimal design has focused on onteedbliowing
scenarios. There is a large body of work on optimal input gie$or dynamical
systems 18, 11]. There the focus is on parameter estimation (system ifiganti
tion) rather than filtering, as in this paper. Another refbdeea is sequential design
for non-linear systems9[ 10], where the optimal design depends on values of un-
known parameters. While there are some commonalities, ésgya problem in a
filtering context is unique in that the design at any time @fenot just the current
estimation error but also future ones. The problem of opteeasor placement in
control system literature looks at an equivalent probléin However, the formu-
lation is not in terms of information matrices and the spec@se of random walks
has not been analyzed to our knowledge. More details aredadwn Section 4.

The remainder of the paper is organized as follows: in se@iowe formulate
and investigate the idealized problem of optimal desigrhendontext of filtering
for multiple random walks. In section 3, we study its apiima to tracking flow
volumes using sampled data. We end with discussion of algesgeneralization
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FiG 2. Flow volumes: (a) all flows and (b) one of the lighter flows.

and some comments in section 4.

2. Optimal Design for Multiple Random Walks. Let us first briefly review
the concept of E-optimality from classical design-of-expent literature for a
simple setting. Assume we hawvelependenbbservations

(2.1) yi ~ N(xi, 1/my),

fori =1,2,--- n,. The natural estimate far; is z; = y; for all 1. It is standard

to assume that the inverse variance of observation noisighty proportional to
design variables. The inverse varianee; can be thought of as the information
collected on parameter;. Specifically, we assume that the relation between an
n, x 1 information vectorn and ann,, x 1 vector of design variableSis

(2.2) m = JE.

For example, suppose there is a library of measuremgnts.- , z,, , each of which

is independently distributed as~ N (z;, o?1), wherez;) is a subset of elements
of z. Let¢&; be equal to (or proportional to) the number of independergsugement

of typei (replications ofz;) collected during the experiment. Then, the weighted
least squares estimageof = can be shown to have distribution given &) and
(2.2). The matrixJ depends on the the membership of subsgfsand variances
o? (assumed known), far=1,--- , n,.

We assume that the design variables are constrained to biz@asd in addi-
tion satisfyn, linear inequality constraints. These can be writtelR4s< b where
Ris ann, x n, matrix andb is n,, x 1 vector. We think of this type of constraint as a
budgetary one, that specifies upper limits on weighted sdntieaesign variables.
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FiG 3. Contours of the objective function for E-optimal design

Now the E-optimal design problem is given by:

arg g&}i le_ln m;.

The objective functionmin; m;, is the minimum information over all flows.
Note that this corresponds to minimizing the maximum meamased error (MSE)
sincel/m; is the MSE in the estimate af. Using maximum MSE as the objective
function corresponds to aiming for the best possible wasegerformance.

As an example consider the situation whetig = 40&; + 10& andmy =
10&; + 40&5. Further assume the constraint

§1+&<1

Figure 3 shows the contours of the objective function, iéin; m,. The region
below the thick line is the constraint space. As usual, thénad solution cor-
responds to the point where the contour of the objectivetfonds “tangent” to
the boundary of the constraint space. It is clear that thangbtdesign would be
& = & = .50, which is also reasonable from the symmetry of the setup.

We now extend the above criteria to the optimal design fodoam walks in
steady state. Consider a collectionimdependentandom walks

xi(t) = xi(t — 1) + (1),

fori =1,--- ,n, andt = 1,2,---. The terme;(¢) is called the innovation noise
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and we assume thafar(e;(t)) = o2, which is referred to as the innovation vari-
ance. Further, suppose we have noisy observations

Yyi(t) = xi(t) + ni(t).

Let Var(n;(t)) = 1/m;. As before we assume the relation between observed in-
formation and design variables to be = J¢, with n,. x n, matrix J assumed
known.

The estimates of interest in this case are the ones obtdinealgh filtering

Ti(t) = Elzi(t)|yi(t), it —1),---].

Let s;(t) = Var(z;(t)|yi(t),yi(t — 1),---). Further, letrn; = lim; o 1/5;(t)
when it exists. We will refer to this as theteady state informatiorWhen the
innovation and measurement noisgy) andn;(¢) respectively, are Gaussian, the
optimal filter corresponds to a Kalman filter and in this cémesteady state always
exists [L3]. For the remainder of the paper we will assume thét) andn;(t) are
independent mean 0 Gaussian random variables(tt — 1) = Var(z;(t)|y:(t —
1),y:(t — 2),--+), then the Kalman filter update equations give us

(2.3) si(tlt —1) = s;(t — 1) + o7

and

(2.4) i)Y = sttt — 1) 4 my

(2.5) = (ﬁ + af) B +m;.

Note that givens;(0), o7 andm; one can calculate;(¢) at any timet by iterating
the above equations. Further, the choicergfimpactss;(¢) not just for a specific

t but for all ¢. Thus, )
5 1+c2m;\
m; = <¥> +m;
m;
or
0'22777%2 — afmlml —m; = 0.

R m;o? + \/miot + dm;o?

m; =
‘ 202-2

We define the steady state E-optimal design problem as

Hence,

arg max min m;.
RE<H i
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FiG 4. Contours of the objective function for steady state Eroatidesign

As an example consider the same setting as abovemite 406, + 10&, and
my = 10&; + 40&5. Further, let the innovation noise be characterizedrpy= 0.1
ando, = 0.2. As before we assume the design constraint

§S1+& <1

Notice in Figured that even though there is symmetry in the measured infoamati
the first random walk is smoother than the second one and hesEemeasurement
resources need to be allocated to it.

2.1. Optimization for Steady State E-optimal DesighVe establish next the
main technical result of the paper, that the steady statptimal design problem
is a second order cone program. First, we introduce a newahlard as the lower
bound for the steady state information over all flows. To edive steady state
E-optimal design problem we have to maximizsubject to

miai2 + \/mgaf + 4miai2
(2.6) >0

2 - )
207

fori=1,---,n, and
R¢ <b.

Equation 2.6) can be equivalently written as

(2.7) 0% <m; (9 + %) :
g,

i
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which is a hyperbolic constrainiLfl]. Thus, this problem can be cast as second or-
der cone program (see Appendifor a review of second order cone programs and
the representation of the above optimization in canonimahj. Such optimization
programs can be solved efficiently through interior pointtmoes @], software
implementations of which are commonly availabbe 12].

2.2. Myopic Approach. In the following, we present a greedy alternative to
steady state optimal design. As before, assyn® = z;(t) + n;(t). Further, we
assume that'ar(n;(t)) = 1/m;(t); i.e. we allow for time varying design variables
E(t) withm(t) = JE(t). As befores; (t) = Var(z;(t)|yi(t), yi(t—1), - - - ). Define,
the information at time to be given bym;(t) = 1/s;(t). Note thatm,(¢) is a
function of£(¢t),&£(t — 1), -.

The myopic E-optimal design at tintés defined as

inm;(t).
arg Rrgn(g)ébmlm m;(t)
Note that the objective function only involves;(t), i.e. the information at time
t. However, the choice of(¢) impacts not justn,(t) but alsom;(t + 1), m;(t +
2),---, due to the iterative nature of Kalman filtering. Since itages this “long
term impact”, we refer to this scheme as myopic. EquatibB) (mplies that

mi(t) = si(tlt — 1)~ + JE(t).

As before a new variablé can be introduced to lower bounid;(t) which gives a
new set of constraints
si(tlt — 1)~ + JE®t) > 0,

in addition to the original constraim®¢(t) < b. Now the objective is to maximize
6 with the optimization variables beingand&(t). Since both the objective func-
tion and the constraints are lineard(t) andd, the above optimization is a linear
program. Not surprisingly, the myopic optimal design is acimeasier problem
than steady-state optimal design even in more generahggtiis noted in section
4. Note that since the sampling rates are allowed to vary tintle, the myopic
optimal design may have an objective function larger tharstieady state optimal
case. However, as the objective of optimization is to mazémresent information
with no regard to impact on future information, such a schearenot be guaran-
teed to perform well in the long run.

3. Application to tracking flow volumes. The ideas developed above can be
used for designing the sampling rate in a computer netwarkréeking flow vol-
umes. As mentioned in the introduction, we will use the randwalk model for
flow volumes due to its simplicity and robustness.
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FiG 5. Schematic representation of an observation, observat@nts and flows.

Suppose there are. origin-destination flows in a network. Let(¢) be the vol-
ume of theith flow in thet-the time interval, foi = 1, - - - , n,.. These flow volumes
are tracked using sampled data which are noisy. Recall thasfare sampled at
router interfaces, which we refer to as observation poilntghe past, a system-
atic sampling scheme was the dominant technology, but tatglom sampling
technologies have recently become available and are coigrdeployed B]. All
flows traversing an observation point (router interfacg)exience the same sam-
pling rate. Each incoming edge at a node in Figliréh) is an interface of the
corresponding router. Each router typically has multipiteifaces and each flow
may traverse multiple observation points due to multi-h@php and multi-path
routing.

Suppose there are, observation points on the network where sampled data on
flows can be collected. Further, assume that sampling rétes=0(&y,--- ,&,,)
are used at observation poirits - - , n,, respectively. Any given observation point
k € {1,--- ,n,} generates estimates fof elements ofz(t), i.e. the number of
flows that go through that node. Thus, a totalgf = >} | g, measurements
are available in each time intervalsay z; (), - - - , 2y, (t), which need to be op-
timally combined to get the required estimates. Considerrtuter in Figureb.
Assume thatt(7) is the observation point at which thiéh measurement is col-
lected,i = 1,--- ,n4, andi(i) the corresponding flow. Thug-) : {1,--- ,ny} —
{1,--- ,notandl(-) : {1,--- ,ng} — {1,--- ,n,}. Further, let

Elzi(t) |z (t)] = z5 (£)
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and for the moment assume

(3.1) Cov(zi(t)|m3y(t) = tugiy/Eriys

wherep; = E[z;(t)]. The exact sampling mechanism and approximation involved
in the above relation are described in section 3.2. Thusgabor notation we get

(3.2) Elz2()|x(t)] = La(t),

whereL is an, x n, matrix with L;; = 1 only if [(i) = j (i.e. ith measurement
corresponds tg flow) and0 otherwise and

(3.3) Cov(z(t)|x(t)) = D,

whereD is an, x ny diagonal matrix, with D};; = py) /&) Using 8.1), the
inverse ofD is given byD~! = 3, &, U, whereU, k =1,--- . n,, areng x ng
diagonal matrices with theirth element given by

(3.4) [kl _{ 0 otherwise -

Let y(¢) be the general least squares estimate(of, under equation3.2) and
(3.3. Thus,

(3.5) Covu(y(t)|z(t)) = (L'D_IL)_1
(3.6) = O (L))

k

From the definition of_, it follows that thej-th elements of any two columns of
L cannot be non-zero simultaneously. Thus, the matrigif) (s diagonal. Further

Diag(Cou(y(t)|z(t))) ™! =m = JE,

where
[J]ik = LTJ\Ika.,Z-.

We will refer to the above as the linear model.

Sampling is employed in network flow measurements becaussurement re-
sources like CPU time and available storage are limitedicBiy, all observation
points (router interfaces) belonging to a particular rosteare these resources. We
assume that the sampling rates are constrained to lie ilexq@olygonR¢; < b.
This includes the case where the sum of sampling rates ontidaces of a router
is bounded above by the budget for that router. We will foaushis constraint for
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the rest of the paper. In this case, the constraints are giseme linear inequality
for each router.

For the available data, we set up the performance evaluatsofollows. We
use the Geant network topology, which hgs = 23 nodes (routers) andl7 x 2
bidirectional edges. The available dai®] correspond to flow volumes over time.
Each time interval is equal to 15 minutes. The original datsspans 4 months, but
we focus on the first 200 time intervals to avoid severe natiestarities inherent
in an evolving network. Further, we focus on the top 25% of soead flows by
volumes since one is typically interested in tracking heffaws. This corresponds
to n,, = 76 flows. We assume that sampled data can be collected at eachiing
edges of a router and thus we havg = 37 x 2 observation points. We assume
that these flows are routed through minimum distance path&hws a common
routing mechanism in wide area network6]. This leads ton, = 163 and the
routing information gives us the mappihg) and hence the matrik. Matrix L is
163 x 76, matricesD, ¥y, --- , W74 are all163 x 163. We assume that the sum of
sampling rates on all interfaces of a router is bounded abgv@1l, i.e.b; = .01
andR;; = 1 if observation point is an interface of routerand O otherwise. Thus,
matrix R is 23 x 74. Finally, we estimate the? andy; parameters associated with
the flow volume processes, and assume they are availabldtéosimfi purposes
and measurement design. As we have argued, both the steddyoptimal and
myopic design problems are standard optimization progrants once they are
written as such, any standard optimization pack&elP] can be used to solve
them numerically.

For the purpose of comparison, we also define a naive samgtingme as fol-
lows. For any given router, an equal sampling rate is alledtdb every interface
that carries any of the 76 flows of interest. This allocatisrdone so as to make
the corresponding budget constraint tight. For examplgpsse theé-th router has
5 interfaces, but only 4 of them are traversed by one of thediGsfof interest. In
this case, each of the latter 4 interfaces will be allocatedrapling rate ob; /4,
while the remaining interface will be allocated a sampliatgrof 0.

3.1. Performance of Various Sampling Schemes for the Linear Modiegure

6 (a) shows the value of the maximum MSE as a function of timeeNlbat as
information accumulates over time, we obtain an improvenreperformance un-
der all three sampling mechanisms, myopic, naive and stetadg optimal. Here
performance is measured as the maximum;0f) over all flows, calculated using
equations Z.3) and @.5). Surprisingly, both the myopic and steady state optimal
sampling mechanisms perform equally well in steady statkaahieve a 42% im-
provement over the naive sampling in the steady state. &@(lv) shows that the
myopic optimal sampling rates at all observation pointehemsteady state. Figure
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7 shows the value of steady state sampling rates at variodsrrimterfaces in the
network topology. Even though the myopic scheme has théofligyiof time vary-
ing sampling rates, if the sampling rates do reach a steadyg &6 performance
can clearly be no better than the steady-state optimal sehdowever, as Figure
6 shows, in this case, the additional flexibility permits thgapic scheme to reach
steady state performance faster than the steady stateabtima.

3.2. Departures from the Linear Model: Performance with Geanttdda A
more detailed model for flow volumes and sampled measurerwenmtld have to
include significant departures from the linear model asslab®ve. First, the true
flow volumes clearly have more structure than independardam walks, as seen
in Figure2. In applying the above ideas to the Geant data, we will ingast their
robustness to the independent random walk assumption.

A more serious departure is the following. Suppose that a ¥aw volume X
in a certain time interval is sampled at a rgtdf the number of sampled packets
is IV, then the usual (approximate maximum likelihood) estinwtéfow volume
is Z = N/¢. The variance of measurement noise can be shown to beZ &y ~
X/€[5]. Thus,u; in (3.1) is actually equal to the unknowry (¢).

The observation above implies that in applying the presktgehniques to sam-
pled network data, one would have to rely on an approximatdeiior measure-
mentsz;(¢). We will follow an approach similar to batch sequential desj10].
Assume that the sampling rates are to be held constant fotch b&contiguous
time intervals. At the beginning of each batch, we use thet mexent estimate
Z;(t — 1) in place ofyu; in (3.4) for sampling rate design. For filtering purposes, we
employ a Kalman filter withi:; (¢ — 1) in place ofy; in equation 8.4) at each time
t. We replace the budget constraint inequalities < b with the corresponding
equalitiesR¢ = b to force full utilization of available resources. For rogéhat
are traversed by at least one of the 76 flows of interest, wedaote additional
equality constraints as follows. Design variaglefor an interfacek not traversed
by one of the 76 flows of interest is constrained to be idelyi€a Figure8 shows
the performance of different sampling schemes averaged2i@ realizations of
sampled data. The sampled data emulate the exact samploigamem described
above (with respective sampling rates) with the Geant da#dd as the underlying
(unobserved) flow volumes.

Sampling rates were adjusted only at the beginning of a 48 period block
and were held constant over each block. In the first blocksémepling rates were
forced to be the same as the naive scheme irrespective chiinglinag mechanism
under study. Notice that for low values of the objective fiimt (maximum mean
squared error) the myopic and steady state allocationsipetbetter than the naive
allocation. On the other hand, when the maximum mean squaredspikes, the
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FiG 8. Performance of various sampling schemes using batch séglidesign with flow volumes
from the Geant data

naive allocation performs better indicating robustnessntmlel departures. The
median (over time periods 41 to 200) of maximum MSE for myppiaive and
steady-state optimal samplingfisi6 x 10%, 7.49 x 10? and6.14 x 10%, respectively.
Thus, the myopic scheme performs better than the steady gpditmal scheme,
which in turn performs better than the naive scheme.

Finally, we look at the performance of the myopic allocatishen the above
scheme is employed with a block size of just one time inteival sampling rates
were adjusted at the beginning of each time period using o scheme. The
results are displayed in Figufe As before, the current estimate of flow volumes is
used in place of:; in equation 8.4) for both filtering and myopic sampling scheme
design. The myopic sampling scheme can be seen to perfoter H&in the naive
version in most time periods. The median (over time periotis2D0) of maximum
MSE is4.50 x 10° and7.44 x 10° for myopic and naive sampling, respectively.

4. Discussion and Future Work. The specificationof steady state optimal
design problem can be easily generalized to linear dyndmysdems. Such sys-
tems are described by a pair of equatioh3][ The state transition equation can be
written as:

x(t) = Cx(t — 1) + w(t),
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where Covw(t)) = W. The observation equation can be written as:
y(t) = La(t) + €(t).

Assume Cove(t)) = ¥(£)~!, where¥(-) is a linear function and is the value of
design variables.

For the above dynamical system a Kalman filter can be usedratiitely com-
pute Efz(t)|y(t),y(t — 1),---]. Let the steady state estimation error covariance

beX = M~! (assuming the system is observabl@]]. Then, M/ satisfies the
Algebraic Riccati equation:

(4.1) M= (CM'C'+W) '+ L'¥(E)L.

Such equations have no analytic solution in general.
The steady state optimal design problem can now be defined as:

arg glggf(M),

where f(-) is an appropriate scalarization of the information maték An inter-
esting open problem is to solve the above optimization effity in the absence
of an analytic solution to4.1). The sensor placement problem in control system
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literature [l] is equivalent, though not identical. The Newton-type alipon pro-

posed in 1] for this problem requires the solution of the Algebraic &t equation
at each iteration of the algorithm. It would be desirable ¢waedop more efficient
algorithms.

In summary, we have shown that steady state E-optimal désigandom walks
is a second order cone program. We have illustrated nunilgritteat the perfor-
mance of the Kalman filter can be significantly improved byiporating an opti-
mal experimental design. The linear state space model isredrgl interest and one
would like to investigate the steady state optimal desiglem described above.
Finally, from a practical point of view it would be useful tatend these ideas to
non-linear filtering.

APPENDIX A: OPTIMIZATION REVIEW

In this section, we summarize the concepts of second order pmgrams and
hyperbolic constraints fromlfl]. We also present the steady state optimal design
problem in the canonical form.

A second order cone program is defined as

minimize f’x
subject to|| Pz + ¢;|| < rix +s;,i=1,--- , N.

Here,xz € R™ is the optimization variable, and the problem parametesg ag R,
P, ¢ Rw*" ¢, € R™, r, € R", ands; € R. The norm in the constraints is
the standard Euclidean norm. A second order cone progranstisnaard convex
program and algorithms to numerically solve it are well gddand implemented
in computational software.

A constraint of the form

w*<zy,z>0,y>0

is called hyperbolic. The above can be shown to be equivédent

()

Using the above representations, we can write the steatyy gdimal design
problem as a canonical second order cone program as follegusation2.7 can be
equivalently written as:

H(”“‘"‘f)

<z+uy.

1
<m; +0+—

0;
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Thus, the steady state optimal problem is a second order paggam with
N :nr+nvvx/ = (97617"' 7§no)' f/ = (_1707 70)'

2 0 ... 0
Pi_<—1 Jix o Ji,n(,)’

fori=1,---,n,andP; =0, fori =n, +1,--- ,n,. +n,, ¢ = (0,—1/0?), for
i=1,---,nr,andg; = 0,fori =n,+1,--- ,ny+ny, v, = (1, Ji1, -, Jin,) for
t=1--,n,; andrg = (07_Ri—n7-,17 s 7_Ri—n,-,no)- fori=n,+1,--- ,n,.+
Mo, 85 = 1/o2,fori=1,--- ,n,ands; = b;_,, ,fori =n, +1,--- ,n, + n,.

i
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