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ABSTRACT

Advances in networking technology have enabled network
engineers to use sampled data from routers to estimate net-
work flow volumes and track them over time. However, low
sampling rates result in large noise in traffic volume esti-
mates. We propose to combine data on individual flows ob-
tained from sampling with highly aggregate data obtained
from SNMP measurements (similar to those used in network
tomography) for the tracking problem at hand. Specifically,
we introduce a linearized state space model for the estima-
tion of network traffic flow volumes from combined SNMP
and sampled data. Further, we formulate the problem of
obtaining optimal sampling rates under router resource con-
straints as an experiment design problem. Theoretically it
corresponds to the problem of optimal design for estimation
of conditional means for state space models and we present
the associated convex programs for a simple approach to
it. The usefulness of the approach in the context of net-
work monitoring is illustrated through an extensive numer-
ical study.

Categories and Subject Descriptors

C.2.3 [Computer-Communication Networks]: Network
Operations— Network Monitoring

General Terms
Algorithms, Design, Measurement, Theory

Keywords

Internet Traffic Matrix Estimation, Kalman Filtering, State
Space Models, Optimal Design of Experiments

1. INTRODUCTION

Monitoring plays an important role in network manage-
ment tasks, such as capacity planning by tracking demands
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and forecasting traffic, identifying failures together with their
causes and impact, detecting malicious activity and config-
uring routing protocols [1, 21]. Traditionally, network moni-
toring has focused on single links, but that is proving insuffi-
cient in today’s complex networks [12]. A network-wide view
of traffic is essential for many management tasks and hence
monitoring systems with such capabilities are particularly
useful. However, monitoring everywhere is expensive and
thus judicious collection of limited measurements combined
with modeling techniques proves crucial [17].

There has been considerable work on the problem of es-
timation and monitoring of flow volumes from aggregate
SNMP data [18]. Indeed, the whole field of network to-
mography addresses this problem. Specifically, models to
accomplish this goal have been discussed in [3, 13, 25, 10],
identifiability issues examined in [22, 4, 20], while tracking
flow volumes studied in [21]. In the latter paper, a state
space model is proposed for flow volumes which are in turn
tracked using SNMP and Kalman filtering. However, one
issue is that this approach heavily relies on low dimensional
projections of flow volumes and no information from the or-
thogonal subspace is available.

On the other hand, direct measurements of the flows travers-
ing the network simplify the monitoring task significantly.
However, resource limitations (cache memory, required band-
width, etc) and the high volume of traffic in today’s high
speed network allow only for limited measurements through
sampling. Traffic is carried on packets that can be sampled
at router interfaces, henceforth called observation points.
Each packet from the aggregate flow at an observation point
is sampled independently with a certain probability (sam-
pling rate). Typical sampling rates are about .01. For every
packet sampled, its header information is recorded which al-
lows one to reconstruct objects of interest, such as volumes
of flows with a particular source and destination traversing
the network. An important issue is how to select (design)
the sampling rates across the network subject to resource
constraints to in order to collect the maximum amount of
information on the underlying source-destination flows.

The use of sampled data in networking has become an
active area of research. There has been a fair amount of
work on ways to augment SNMP data with small amount
of sampled data when necessary [15]. The focus of some
of the current research is on simultaneously controlling vol-
ume and accuracy of such data [7]. For example, Choi et.
al. [5] discuss some of the considerations regarding sampling
error and measurement overhead for some simple sampling



schemes. Duffield et. al. [9] investigate this issue for dif-
ferent sampling schemes including threshold sampling, uni-
form flow sampling, uniform packet sampling and sample
and hold. In addition they provide algorithms for dynamic
control of sample volume. Another interesting area is the op-
timal combination of sampled data from across the network
[9, 8]. Yang et al. [23, 24] study estimation of individual
flow distributions through non-parametric techniques based
on sampled data. Zhao et. al. [27] investigated the problem
of combining (possibly dirty) SNMP and sampled data.

The objective of this paper is to design optimal sampling
rates simultaneously for all observation points, which com-
bined with aggregate SNMP measurements would allow one
to track flow volumes over time. The main contributions
of the paper are the following. First, we motivate the need
for combining aggregate SNMP data, together with directed
sampled flow measurements from across the network and
time intervals in order to obtain better accuracy in flow mon-
itoring. This is accomplished through a linear state space
model. Based on this model we formulate the problem of
optimally designing (selecting) the sampling rates under re-
source constraints. Second, we propose the general problem
of optimal design for estimation of conditional means for
state space models and present the associated convex pro-
grams for a greedy approach. This provides a mathematical
framework for the task at hand. Finally, we undertake an ex-
tensive numerical investigation of optimal sampling schemes
for estimation of flow volumes for reasonable values of asso-
ciated parameters and under model misspecification.

The remainder of the paper is organized as follows. In sec-
tion 2, we motivate the need for combining data over time
and from across the network. Further, we present spatio-
temporal models for flow volumes and measurement data.
In section 3, we formulate the optimal sampling problem
as optimal experiment design problem and derive specific
representations of the covariance of estimation error. In sec-
tion 4, we use the general form of the optimization problem
to present the convex programs associated with these prob-
lems. In the first part of section 5 we present performance
evaluation of the proposed methodology when modeling as-
sumptions are met. In the second part, we show that some
level of misspecification is inevitable and demonstrate the
effects of these on the performance of the proposed method-
ology. We conclude in section 6 with remarks on the present
and future work.

2. FLOW AND MEASUREMENT
MODELING

Consider a network comprised of nodes and links. A flow
traversing the network is determined by its source and des-
tination nodes and its path across the network is considered
known and pre-specified (deterministic routing). Suppose
that there are n, such flows and one can obtain accurate
measurements (e.g. SNMP) about the sum of the flows at
the n; links. Typically, the number of flows is significantly
larger than the number of links; i.e. n; << n,.

Let X(t) = (X1(t), -+, Xn,(t))" be the vector of a ran-
dom realization of the quantities of interest, such as volumes
of different flows, in time interval t. Further, assume that
n; SNMP measurements Y (¢) = (Yi(t), -+, Yy, (t)) for the
same time interval ¢ are available. Each SNMP measure-
ment is an estimate of the sum of all traffic traversing a
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Figure 1: Sampling noise in estimated value Z for
sampling rate £ = .01

particular link in a particular measurement interval. Thus,
we can write

Y(t) = AX(t) + u(t)

where A is a n; X n, routing 0/1 matrix that describes the
routes of the various network flows and u(t) is independent
noise. Tt is assumed that Cov(u(t)) = o?I. We assume that
the matrix A does not change over time. However, the case
of time varying routing is handled in a straightforward way.

Notice that direct estimation of X (t) is not feasible, since
the system is ill-conditioned (n; < n..).

Availability of additional sampled data on individual flows
should clearly improve our ability to track X (¢). However,
such data can be fairly noisy at low sampling rates. As an
illustrative example, suppose that a flow with volume X in
a certain time interval is sampled at a rate €. If the num-
ber of sampled packets is IV, then the usual [8] estimate of
flow volume is Z = N/§. Now if X is distributed as a Pois-
son random variable and the conditional distribution of N
given X is assumed to be binomial with parameters X and
&, then it can easily be shown that correlation between X
and Z is equal to v/€. This can be quite low for realistic
sampling rates in networks. Figure 1 shows a scatter plot
of 100 independent and identically distributed (i.i.d) sam-
ples of (X, Z) pairs. This example strongly suggests that
flow volumes could be tracked more accurately by combining
sampled data from across the network and (more crucially)
across measurement intervals.

Next, assume that in addition to aggregate measurements
Y (t), we have the ability to obtain direct measurements
Z(t). The key feature of these measurements is that their
covariance is influenced by the measurement design. We will
assume a linear model:

Z(t) = LX(t) + €(t)

where L is a known ng X n, matrix of full column rank and
€(t) is independent of X (¢) with

Cov(e(t)) = W(t, £(t)

where W(t,-) is a linear function and £(t) is the value of
design variables in time interval t. We will focus on the
case when W(¢,£(t)) is a diagonal matrix. Generally this
matrix would be singular if one or more elements of £(t) are
0. For a given £(t) the problem can be redefined such that
the new covariance matrix is non-singular. However, the



optimization problem is not affected since it depends only
on L'U(t,&(t))L as will be shown later on.

Notice that this linear model approximates the setup for
estimating flow volumes from sampled traffic. Suppose there
are n, observation points on the network where direct mea-
surements on the flows can be collected. These may be
routers or router interfaces. Further, assume that sampling
rates of £(t) = (&1(t), -+ ,&n, (1))’ are used at observation
points 1,---  n,, respectively, during interval t. Any given
observation point k € {1,--- ,n,} generates estimates for gi
elements of X;; i.e. the number of flows that go through
that node. Thus, a total of ng = Y 12, g» measurements
are available, which need to be optimally combined to get
the required estimates. In this paper, we focus exclusively
on the uniform packet sampling scheme.

Next, consider a single observation point k& with sampling
rate & in a particular time interval and assume that the set
Cr, of flows traverse it. Each packet sampled from a flow is
recorded by its corresponding counter. Assume that the i-
th counter records NN;, the number of packets sampled from
flow I(7) in that time interval. We can write

X
N; = Z Wi,
j=1

where X(;) is the volume of traffic in flow /() in the same
time interval and W;; are i.i.d. Bernoulli random variables
with mean & for ¢ € Cx. Now,

E[N;|X] = X, E[Ws5] = Xi5)€k-

Thus Z; = N; /& is an unbiased estimator of le. Follow-
ing [6] we can write

Cov(Z;|X)

XigyCov(Wij) /&R
Xinér(l— &) /& ~ Xy /& (1)
Thus, in vector notation we get

E[Z|X] = LX

where L;; = 1 only if I(i) = j and 0 otherwise and Cov(Z|X) ~

D where D is a diagonal matrix. Using (1), the inverse of D
is given by D™! = >k &V, where Uy, are diagonal matrices

with
[Pilii = { VY e (2)

Clearly the matrices ¥ depend on the unknown X. How-
ever, we will assume that we can use some predetermined
matrix as approximation in its place. This is a standard
assumption in locally optimal design methodology for non-
linear models [19]. We will examine the effects of such a
misspecification numerically in Section 5.2.

The observation equation can now be written as

Yty (A u(t)
(7 )= (2 )xo+ (6 ®
The joint distribution of (X (1), X(2),---) can be modeled
through a state-space approach. Such an approach has been

shown [15, 21] to perform well for modeling flow volumes.
Specifically, we assume the following transition equation:

X(t) = CX(t— 1) +w(t) (4)

0 otherwise

Further, let Cov(w(t)) = X. The state transition equation
may suffer from mis-specification too and we look at this

issue numerically in section 5.2. Note that the above equa-
tion corresponds to a vector auto-regressive model of order
1. Higher order models and model selection issues have been
investigated by Zhao et. al. [26]. Flow modeling is an active
area of research and one that is beyond the scope of this pa-
per. Equation (12) is an extremely simple and robust way
of modeling flow volumes that still captures spatio-temporal
dependence which is key to filtering.

Finally, we will assume that there are certain budget and
positivity constraints on the sampling rates (£(1)’,£(2)’,--+).
For the remainder of the paper, it is assumed that the con-
straints can be simplified as £(t) € Z(t), where E(t) are
convex sets.

Given the state space model one can use a Kalman-Filter
to recursively compute estimates of X(t) based on infor-
mation available at time ¢. Such an approach using only
SNMP data (Y(¢t),Y(t —1)’,---)" has been been demon-
strated in [21]. Let X (¢) be the Kalman-Filter estimate of
X(t) based on (Y (¢)', Z(t), Y(t—1),Z(t—1),---) and let
3(t) denote the covariance matrix of estimation error i.e.
N(t) = E[(X(t) — X(£)(X(t) — X(£))'].

The conditional covariance of X (t) given (Y (¢t —1)", Z(t —
1), Y({t—2),Z(t—2),--) can be written as [11]:

Nttt —1) =CB(t—1)C' + % (5)
Further, we have the following updating equation:
B(t) = D(t|t — 1) = (¢t — 1)J'F@) ' IS(t|t — 1)  (6)
where J' = (A’, L) and

() = J5(tlt = 1)) + ( o ) )

3. FORMULATION OF THE OPTIMAL
SAMPLING PROBLEM

It is reasonable to seek to minimize some appropriate func-
tional of (X(1),3(2), - - - ), since this would lead to maximiza-
tion of information about the underlying flows. More gener-
ally, if interest is restricted to a subset of flows K'X (t), se-
lected by a matrix K, then we seek to minimize a functional
of (K'S(1)K,K'S(2)K,---). Notice that any joint mini-
mization of (K'S(1)K, K'Y(2)K, - - -) would have very high
complexity, we restrict attention to optimizing K'X(¢)K at
every time interval t = 1,2,---.

We will refer to the following problem as the optimal de-
sign problem for state space models. At each time interval ¢,
the design objective would be to minimize f(K'X(t)K) for
some functional f. If S is the set of symmetric semi-definite
matrices, then f : S — R is in general matrix isotonic [19].
The dimension of matrices in S is usually clear from the
context and we will use the same notation f() for all cases.
Common choices of f are the determinant (also known as
the D-optimality criterion in the design of experiments lit-
erature), the maximum eigenvalue (E-optimality) and the
trace (A-optimality). Our exposition will focus on the E-
and A- optimality criteria.

Remark: Although there is nothing special about these cri-
teria conceptually, and in fact network engineers may find
other criteria like relative mean squared error (MSE) at-
tractive, we focus on these for the following reasons. First,
these criteria result in optimization problems that are sim-
ple convex programs and thus intuitive and computationally



easier to handle. Secondly, the purpose of this paper is to
demonstrate that it is possible to get better performance
with respect to specific design objectives though a targeted
allocation of sampling resources. Generally any objective
function would involve a scalarization of the covariance ma-
trix of estimation error. Many reasonable scalarizations are
well approximated by above criteria or simple modifications
thereof. We discuss the connection between the optimality
criteria and quantities like MSE in section 4.

Using the matrix inversion lemma ((A+BDB’)™* = A™!—
AT'B(B'AT'B+ D ")'B’A™!), we can write

S =2t —1)" o PAA+ LU ER)L (7)

The above can be interpreted as an information update equa-
tion [11]. Here X(¢)™', the information available at time ¢,
is represented as the sum of (|t — 1)™', the information
from time t — 1, 02 A’ A, information from SNMP data and
L'VU(t,£(t)) L information from sampled data.

Now,

K'SHK =K' (S(tlt—1)""' + o PAA+ L'U(t,£(t)L) 'K

(8)
Note that both () and K'X(t)K are of the general form
G'M(£(t))"'G where G is a known matrix and M(:) is a
linear function. This will allow us to write the resulting
optimizations as canonical convex programs.

A value of o = 0, implies perfect knowledge in a specific
subspace; i.e. AX(t) = Y(t). We proceed by reparameter-
izing the variable X () so that the equality Y (t) = AX(¢)
can be solved for a subset of these new variables and the
conditional covariance of the remaining variables is positive
definite. Let X (t) = Q"X (¢), where Q is the unitary matrix
from the eigenvalue decomposition

A'A = QAQ’

and A being the diagonal eigenvalue matrix with first n;
diagonal values positive and the rest zero. The covariance
of X(¢) given (Y (¢)',Z(t),Y(t —1),Z(t —1)',---) can be
written using the following proposition.

PROPOSITION 1. Let X and € be independent normal ran-
dom vectors with covariances ¥ and ¥~ respectively. Fur-
ther let Y = AX for A with full row rank, Z = LX + ¢
and A’A = QAQ’ be the eigenvalue decomposition of A’A.
Let Q = (Q1,Q2) such that (w.l.o.g) AQ1 = P, a full rank
square matriz and AQ2 = 0. Define

(X[ QX
X:<X2>:(Q’2X>'

Then, the covariance of X1 given'Y is 0 and the covariance
of X2 given'Y and Z is (Q457'Q2 + Q4L ULQ2) ™",

Proof.  Note that AX = PX; and thus X; = P'Y.
Hence, clearly the covariance of X given Y is 0. Further, the
covariance of X given (Y”, Z)" is the same as Xz, xs 21y
the covariance of X» given (X1, 2Z')’. Let Yo% DR, 2|%y

and X 21% be the covariance of X3, cross-covariance of Xo

and Z and the covariance of Z respectively given X1. Then

S0 (%020 = By~ D215 D715, 28,215
= X%,
EXZ‘XI Q;L,(LQQEXQ\)_Q Q2L + \Dil)ilLQ2z)~(2\X1
= (S5h 5, T QRLVLQ2)™ (9)

The last equality follows from the matrix inversion lemma.
Further

Sg, 1%, = @25Q2 — Q43Q1(Q15Q1) ' Q1EQ0
Therefore,
Sox, = (QZQ) a2
= QY 7'Ql2=Q557'Qs

which establishes the desired result. O
Hence the covariance of X (t) given
Y@),Z®)",Yt—-1),Z(t—1),---) is given by

~ 0 0
Bt = ( 0 (@Sl — 1) Qo + QyL/U(t, £(1) LQa) " )
Finally,

() =QEH)Q = Q2Qa(tt —1)7'Q2
+ QaL'U(tE(H))LQ2) Qs (10)

which shows that both 3(¢) and K'S(¢t)K are of the form
G'M(£(t)'G.

4. OPTIMALITY CRITERIA AND CONVEX
PROGRAMS

For the classical optimality criteria mentioned earlier, the
optimization problems can be written as canonical convex
programs [14] that can be solved using any of the com-
monly available software packages. The usual class of al-
gorithms used for solving convex optimization problems, In-
terior Point Methods, have polynomial time complexity and
have been successfully employed for various large scale op-
timization problems. Since we focus on one measurement
interval at a time, the general optimization problem is to
minimize f(G'M(£)"1G) subject to £ € E.

4.1 E-optimality

E-optimality corresponds to minimizing the maximum eigen-
value of a covariance matrix. Equivalently, this minimizes
the worst possible variance of any linear combination of the
error vector. Roughly, this would lead to a small value for
the largest of the MSE.

In this case we get the following program:

maximize 6

6ER,EcE
subject to
G'ME'a=07"T (11)
Recall that if A > 0 and C > 0 then
A B
(4 8)=0



if and only if C' = B’A~'B or equivalently if and only if A >
BC™'B’. This follows from taking the Schur complement
of C' and A respectively.

Thus, the constraint (11) is equivalent to

M(€) = 0GG’

The above program is a Semi-Definite Program (SDP) if =
is a convex polygon [2].

4.2 A-optimality

A-optimality corresponds to minimizing the trace of a co-
variance matrix and hence minimizing the average MSE. In
this case we get the following program:

n

minimize t;

teR™,£€E =
subject to
ti > eiG'M(£) ' Ge;
fori=1,--- ,n, where n is the number of columns in G and

e; is the ith unit-vector of R™. Using Schur complement we
can write the given constraints as:

M(§) Gei
( 6§G, ti >t0

Thus we get a SDP if = is a convex polygon.
4.3 D-optimality

D-optimality corresponds to minimizing the determinant
of a covariance matrix and hence minimizing the volume of
the associated confidence ellipsoid. In this case we get the
following program:

milgin_lize logdet G'M(¢)'G
e=

Note that if G does not have full column rank then the mini-
mization is trivially unbounded. Although D-optimality has
a natural interpretation for polynomial regression models we
will focus on A- and E- optimality due to their simplicity and
interpretability in terms of error variances.

5. PERFORMANCE EVALUATION

In this Section, the performance of the proposed design
scheme for the sampling rates is evaluated. Specifically, the
following issues are addressed: in the first part, the cumula-
tive effect of the greedy design optimization steps is exam-
ined, when the true model of flow volumes is given by the
state-transition equation (4) and errors in the observation
equation (3) have constant variance. In the second part,
the effects of model misspecification in the state transition
equation and approximations in the supposed variances of
errors of the observation equation are investigated.

In the following, we describe the overall setup for the nu-
merical study.

1. Topology, Routing and Observation Points. The Abi-
lene network topology (figure 2) is used in our experi-
mental setup. It consists of 11 nodes and 16 x 2 = 32
directed edges between pairs of nodes (bidirectional
links). Flows exist between all pairs of nodes result-
ing in a total of 11 x 10 = 110 flows. We assume

Figure 2: Abilene Topology used for Performance
Evaluation Purposes

that these flows are routed through minimum distance
paths. Further we assume that SNMP data are avail-
able from all the edges. Similarly, sampled data are
collected at each edge. All the incoming edges at a
node are considered as the interfaces of the correspond-
ing router.

2. Budget Constraints. The budget constraint represents
an effective way of limiting the number of samples
collected at a particular router. For this numerical
study, we use a budget constraint of the form R < b.
Here R;; is equal to the square of the number of flows
traversing edge j if edge j is incident on node i and 0
otherwise. Thus, the weighted sum of sampling rates
on the incoming edges of node i is bounded above by
b;. It can be seen that the cost of sampling on an edge
goes up as the square of number of flows traversing
that edge. This is a very reasonable assumption, be-
cause not only does sampling on a heavily used link
results in a large number of samples and thus a sig-
nificant demand on resources, but also on such a link
less resources are available for sampling to begin with.
The elements of b were identically chosen to be some
bo to ensure realistic sampling rates. The above router
level constraint implies the network level constraint
1'R¢ < 1'b. While most of the following assumes
router level constraints we will also investigate the re-
sult of imposing only the network level budget con-
straint.

Notice that the above setup has the following symmetry
property. Define a short flow to be a flow that traverses
exactly one edge or equivalently exactly one router inter-
face. Further, each interface is traversed by exactly one
short flow. By definition, any given interface is the only
point in the network from where sampled data is available
for the short flow traversing it.

The above symmetry has important consequences for the
optimization problems described in the previous section. An
intuitive understanding of its effects can be described as fol-
lows. A low sampling rate on any interface would result in an
information deficit on the corresponding short flow, which
in turn will result in a large measurement error variance due
to the inverse relation between variance and sampling rate.
From equation (7), the total information at time ¢ is the sum
of information obtained from the previous time period ¢t —1,
from SNMP measurements and from sampled data. Suppose



that the sum of information from time ¢ —1 and from SNMP
measurements do not ameliorate the problem of information
deficit on short flows. Further, suppose that there is roughly
equal information from this sum on each short flow. In this
case, the objective function of A-optimality (i.e. average es-
timation error variance) is heavily influenced by the large
measurement variances of short flows. Further, the objec-
tive function of E-optimality is determined to an even larger
extent by the largest measurement error variance. Thus,
to the extent possible given the budget constraints, all the
short flows must be sampled roughly equally under the opti-
mal allocation. This in turn implies that all interfaces should
be allocated roughly equal sampling rates, again to the ex-
tent possible under the budget constraints. This was indeed
found to be true as described in the following.

On the other hand, when interest focuses on a specific
subsystem of flows K’ X (t), then it is not a priori clear what
an optimal or near optimal solution should be. For most of
following, we assume that the interest is restricted to long
flows; i.e. flows that traverse four or more edges in the
employed topology. A matrix K was used to subset X ()
accordingly.

5.1 Cumulative Effect of Greedy Optimality

Recall that at each time interval ¢, the measurement scheme
was designed to better utilize the side information available
from past measurements X(¢|t — 1) ! and from SNMP mea-
surements ¢~ 2A’A. The gains compared to a homogeneous
allocation may be small in a single step but these gains prop-
agate across time in the form of prior information accord-
ing to equation (5). The purpose of this section is to study
how the gains from using an optimal design accumulate over
time.

When the assumed observation and state transition mod-
els (34) are the true model and the true C, X, o and U(¢,-)
matrices are known, then X(t) calculated using (56) is the
true covariance of estimation error. Hence, we can calcu-
late the covariance of estimation error for any sequence of
allocations (£(1)",£(2),---).

For this investigation we assume 0 = 0, C = I, ¥ =1
and U(t,&) = V(&) = >, & Vs. The important calibration
issue here is to choose ¥ to maintain realistic order of mag-
nitude of measurement error ¥(¢)™" with respect to the in-
novations covariance ¥.. Empirical data has shown [15] that
the innovations in flow volumes have a variance of roughly
the same magnitude as the flow volume itself. Therefore, it
is expected that [X];; is of the same order of magnitude as
X;. Using this observation and equation (12) we choose

1 ifiec
[Wilii = { 0 otherwise

For the sake of comparison, a set of naive allocations is
defined as follows. If we are interested in the estimation error
for all flows and there is a router level budget constraint, it
is given by & for which each interface on a router has equal
sampling rate and R{ = b. Note that interfaces on different
routers can have different sampling rates. This £ is also
used as the common initial allocation £(0) for all allocation
schemes considered in the paper. On the other hand, if
there is only a network level budget constraint and we are
interested in the estimation error for all flows, the naive
allocation correspond to £ for which all interfaces in the
network have equal sampling rates and 1’ R¢ = 1’b. Finally,
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Figure 4: Evolution of E-optimal sampling rates

when we are interested in the estimation error in K'X ()
(the subset of long flows) the naive allocation is given by
& for which any interface that is not traversed by any long
flow has 0 sampling rate, all other interfaces have sampling
rates determined as above for router level and network level
budget constraints, respectively.

We consider two sets of initial conditions. The first one,
referred to as noise-free initialization, assumes perfect knowl-
edge at time 0 (X(0) = 0). The second, referred to as noisy
initialization, assumes

2(0) = Q2(Q5L" ¥ (£(0))LQ2) Q5

From equation (10), the latter corresponds to starting with
only one measurement interval worth of information. All re-
sults are for router level budget constraints, unless otherwise
stated.

First consider the case when we are interested in esti-
mation errors of all flows. Figures 3 (a) and (b) show the
value of the objective function for E-optimality, i.e. the
largest eigenvalue of 3(t), over time for 3 Kalman filters.
These filters respectively use SNMP data only, SNMP and
naively sampled data and SNMP and optimally sampled
data. Clearly inclusion of sampled data gives substantial
improvement over SNMP alone. Moreover, as information
accumulates over time we get an improvement in perfor-
mance. This can be viewed as the gain from using a tem-
poral model to combine samples from across time intervals.
For the E-optimality criterion, the performance of the naive
and optimal allocations is fairly similar. This is not spritzing
given the symmetry in our setup, discussed above. Figure
4 presents the evolution of the allocations £(t) over time for
noisy initialization. Clearly the sampling rates achieve a
steady state for most of the interfaces after very few time
intervals (3-5) and certainly before ¢ ~ 15.

The above qualitative assessments hold for both the E-
and A- optimality criteria. As an example, Figure 5 shows
the value of the objective function for A-optimality, i.e.
the trace of X(t) over time starting from noisy initializa-
tion based on the three Kalman filters employed. In this
case, the third filter uses A-optimally sampled data. No-
tice that the Kalman filter based on optimally sampled data
has slightly better transient behavior than the one based on
naively sampled data. The difference from the E-optimal
case (figure 3(a)) is due to the fact that A-optimality is less
sensitive to high variance or low information on particular
flows. Hence, the A-optimal solution is driven by short flows
to a lesser degree than the E-optimal solution, despite the



2500

2000

SNMP only
Naive 1
—+— E-Optimal

1500

1000

Maximum eigenvalue of 5,

500

0 5 10 15 20 25 30 35
Time interval t

(a)

120

100

Maximum eigenvalue of 3,
@
3

SNMP only | |
Naive
—+— E-Optimal

[ 20 40 60 80 100
Time interval t

(b)

Figure 3: Performance of E-optimal sampling for (a)noisy and (b) noise-free initialization

45

sl SNMP only | |
Naive
250 —+— A-Optimal | |

Trace of 2.

0 5 10 15 20 25 30 35
Time interval t
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symmetry property mentioned earlier.

Next, we focus on the case when the interest is on K’ X (t),
the subset of long flows. Figures 6 (a), (b), (¢) and (d) show
the relevant performance metric over time for E- and A- opti-
mal sampling strategies for the two sets of initial conditions.
In this case, we see a clear advantage in using optimal sam-
pling over naive sampling. In respective performance metrics
the improvement over naive sampling is 29.7% and 26.0% for
E-optimal design and 18.0% and 15.7% for A-optimal design.

Next, we look more closely at the steady state sampling
rates. Figures 7(a) and (b) show the evolution and spa-
tial profile of the final E-optimal sampling rates under noisy
initialization. In Figure 7 (c) the & values versus k for the
above allocation and the naive allocation are shown. Clearly
the optimal allocation has a sparser support. Intuitively all
interfaces that have a high cost but do not provide enough
information on the long flows have zero sampling rate. Fig-
ure 7 (d) shows for each flow the cumulative sampling rate
over all observation points that the flow traverses for naive
and optimal allocation, respectively. Notice that the mini-
mum allocation to a long flow is larger under optimal sam-
pling (.0046) than for naive sampling (.0033). It clearly il-
lustrates the benefits obtained from being able to design the
sampling rates in an optimal manner, which can be respon-
sive to the objective set forth by network engineers.

Finally, we look at some variations on the above setup.
Figure 8 shows the performance of A-optimal sampling from
a noise-free initialization under a network-level constraint

Trace of 2.

SNMP only
Naive
—+— A-Optimal

0 5 10 15 20 25 30 35
Time interval t

Figure 8: Performance of A-optimal sampling under
network level constraint

alone. Here the improvement over naive sampling is 31.8%.
Clearly there is improvement in performance over the corre-
sponding performance under router-level constraints (figure
6(d)). Another variation is to replace the matrix R by its
element-wise square-root. Thus, the cost of sampling on an
interface goes up linearly with the number of flows travers-
ing that interface. Notice that from a geometric point of
view we have not changed the nature of the constraints.
Figure 9 shows the performance of E-optimal sampling un-
der such a constraint. Notice that compared to our usual
cost (figure 6(a)) the gain over the corresponding naive al-
location is smaller. This is perhaps not surprising since un-
der linear cost the gains from sampling on an interface are
roughly equal to the cost and hence any shift along the sur-
face {¢ : R¢ = b} would have small effect on the objective
function.

5.2 Effects of Misspecification

The state transition equation (4) and observation equa-
tion (3) necessarily suffer from model misspecification and
parameter inaccuracies. Note that if X (¢) has a constant
covariance, then (4) can be true only if the spectral radius
of C is less than 1 [16]. However, in this case, the steady
state mean of X (t) would be 0. This model (4) works well
in practice [21] possibly because the misspecification in the
conditional distribution of X (¢) given X (¢t —1) is small. The
misspecification in the observation equation (3) may poten-
tially be more serious. Firstly, the sampled data Z(t) are
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not distributed normally given X (¢) to begin with. Thus,
Kalman filtering is not optimal. Second, it is clear from
equation (12) that the true value of the covariance of the
measurement error, ¥(¢,-), can not be known with high pre-
cision and one would use an approximation for both filtering
and design optimization. We study the effects of such mis-
specification in the following.

We start by describing the model used for data generation.
Assume,

X;(t) = ROUND(aVi(t) + - - + aVi(t + n))

where V;(t) are independent Poisson random variables with
mean \;. Variables a and \; are chosen to ensure F[X;(t)] =
B[(X:(t) — X;(t —1))?] = pi, where p; is the required mean.
Thus, we again ensure that the variance of innovations for a
flow are of the same magnitude as the volume of the flow, as
seen in empirical studies [15]. The above can be solved for
a = (n+1)/2and \; = 2;/(n+1)? Further, the above model
implies that the corresponding fitted model for the state
transition equation (4) would have C = I and ¥ = diag(u).
These are the values we use for both design optimization and
filtering. For most of the results presented here it assumed
that n = 50, while the pu;’s were chosen from a uniform
distribution with support between 9000 and 11000.

The sampled measurements were generated as follows.
The SNMP measurements Y (t) were generated from a nor-
mal distribution with mean X (t) and covariance o> with
02 = 100. The i-th sampled measurement, Z;(t) was chosen
to be 1/&x(t) times a binomial random variable with param-
eters X;(t) (the corresponding flow volume) and £k (t) (the
corresponding sampling rate), where j = (i) and k is such
that Ci 2 ¢ (see section 2).

Finally, for the purpose of design optimization and filter-
ing it is assumed that ¥(t,§) = >, &x¥r, where Wy are
diagonal matrices with

) Xyt —1) ifieCy

[Wss = { ( 6 otherwise (12)

where X (¢t — 1) is the Kalman filter estimate of X (¢t — 1).

This choice works well if X (t—1) is a good estimate of X (t).

However, if X (t—1) is based on a few intervals worth of data,

as in the first few time intervals after a noisy initialization,

it can be extremely noisy. In our simulations rare instances
of explosive growth in estimation error were observed?.

!These instances were extremely infrequent, occurring at
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Figure 10: Sample trajectory of true and estimated
flow volume

In this setup, two sets of initial conditions were considered

as well. The noise-free initialization assumes X (0) = X (0)
and X(0) = 0, while the noisy one assumes

X0) =0 ( SZ/% )

where J' = (A’,L') and

o?I

2(0) = (J’J)‘lJ’( . qu(é),g(o)) )J(J’J)—1

We define X(—1) = X(0) for the purpose of evaluating
¥ (0,-). Also, recall that £(0) is the naive allocation, which
was used to generate Z(0).

For a given optimization setup we generate p as described
and simulated up to 200 realizations of X (¢). We calculate
X (t) for different versions of the Kalman filter operating on
different data depending on the respective sampling rates.
Figure 10 depicts one realization of the trajectories of the
true flow volume and estimated flow volumes for a particular
flow. Thus, we calculate the MSE for all flows, averaging
over all realizations. Given the discussion in section 4, we
study the performance of the maximum MSE among all flows
for E-optimality and the mean of MSEs of all flows for A-
optimality.

Figure 11 depicts the performance of optimal sampling
for different initializations and different target sets of flows
(for (a) and (c) two and one simulation, respectively, out of
200 were dropped due to numerical instability). Comparing
Figures 11(a)(b) to Figures 3 (a)(b), and Figures 11(c)(d) to
figures 6 (a)(b) we observe that the relative performance of
different Kalman filters under misspecification is very similar
to that of the corresponding set of Kalman Filters when
there is no misspecification. Specifically, we again observe
that when interest is restricted to the subset of long flows
there is optimal sampling performs considerably better than
naive sampling.

Finally, we look at some variations on the above settings.
Recall that ¥ = diag(p) and thus one needs knowledge
of u for both filtering and tracking purposes. We study
the effect of incorrectly specified p on the performance of
the Kalman filter. Figure 12 shows the performance of re-

most thrice in 200 x 2 realizations of sampled data (corre-
sponding to optimal and naive sampling of the 200 realiza-
tions of X (t)). We have dropped such cases from our results
and indicated accordingly
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spective Kalman filters when the presumed p is still chosen
as described earlier, but the true p used for data gener-
ation has two arbitrary entries changed to 20000. Notice
that for the above misspecification the relative improvement
from optimal sampling over naive sampling is considerably
larger than the corresponding improvement otherwise (Fig-
ure 11(d)). Figure 13 shows the performance of E-optimal
sampling when R is replaced by its element-wise square-root.
Given our observation from figure 9 it is not surprising that
the relative gain from optimal sampling over naive sampling
is reduced.

6. CONCLUSIONS AND FUTURE WORK

In this paper, the problem of tracking network flow vol-
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Figure 13: Performance of E-optimality under linear
cost

umes over time has been addressed in the context of a state-
space model, which is of great importance in network moni-
toring applications. It was shown that collecting direct mea-
surements on the flows through sampling leads to significant
reductions in the estimation error. Further, these gains from
sampling can be maximized by choosing the sampling rates
in an optimal manner. A significant theoretical contribution
of this study is the development of the theoretical framework
for optimally designing the sampling rates. This corresponds
to an optimal design of the observation equation. Clearly the
gains from step-wise optimality add up to give significant
improvements. The extensive numerical study undertaken
quantifies the obtained gains in performance. We find that
the qualitative conclusions for simple linear models continue



to hold for simulated data that closely resembles network
data.

A number of interesting problems remains open and re-
quire further study. The linear state space model is fairly an-
alytically tractable and one would like to study more closely
the evolution of optimal sampling rates. Specifically we
would like to investigate the case when sampling rates can-
not be changed during every measurement interval and are
instead constant over blocks. A myopic approach can in
principle still be used with some deterioration in perfor-
mance. In general, network monitoring involves quantities
for which a linear filter represents a convenient mathemat-
ical approximation. It is of great theoretical and practical
interest to study the problem of designing optimal sampling
rates in the context of non-linear filtering and also involving
non-linear cost and objective functions.
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