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Abstract

Consider the delay network tomography problem where théigda estimate distributions of delays
at the link-level using data on end-to-end delays. Thesesurements are obtained using probes that
are injected at nodes located on the periphery of the netancksent to other nodes also located on
the periphery. Much of the previous literature deals witbctéte delay distributions by discretizing the
data into small bins. This paper considers more general lmadth a focus on computationally efficient
estimation. The moment-based schemes presented heresagreatkto function well for larger networks
and for applications like monitoring that require speedions.
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. INTRODUCTION

Digital communications networks have become vital resesiin today’s information society. As such,
network engineers and service providers are keenly irtegtda continuously assessing and monitoring
the quality of service of these networks. The quality of gg\(Qo0S) characteristics include loss rates,
delays, bandwidth utilization, and other measures of thinput and performance. There are, however,
several challenges in collecting and analyzing data on émopnance of computer and communication
networks. One of the biggest challenges stems from the lfettthe Internet is a collection of subnets
that are controlled by many different entities which do ngii¢ally collaborate, resulting in restricted
access to the internal nodes of the network.

To deal with this problem, network engineers send probe gtackghost packets that mimic the
application of interest such as VOIP) from a source node tersé receiver nodes, all located on the
periphery of the network of interest, and measure end-tbdmlay or loss characteristics. The inverse
problem is to recover the node-level delay and loss charatits from the end-to-end measurements.
This is referred to as the active network tomography probierthe literature, with the term “active”
relating to the fact that the data are collected by activebbmg the network.

Probing experiments consist of sending ghost packets fraimgle source to a group of receivers.
This is done using thenulticastprotocol: a single packet originates at the source and isicdued at
each branching point on the way to the receivers. This s$ultorrelated observations of end-to-end
packet loss and delay. The goal is the recovery of the logs r@td delay distributions associated with
the interior network nodes. This paper focuses on delaynastin. This is a deconvolution problem
embedded in a network structure.

The delay tomography problem has been dicussed by sevetadrauThe work in [1] develops a
fast heuristic algorithm for network delay modeling. Theirk, like much that follows, uses a discrete
delay model in which continuous measurements are binngtioddh their model is fast, it can have
extremely poor statistical efficiency. A straight-forwdel implementation is computationally intensive
due to the large number of parameters (the number of bingptedt by the number of nodes in the tree).
Some efforts have been made to solve the problems of statisthd computational efficiency including
pseudo-likelihood methods [2], optimized EM algorithm$ @nd clever probing with local computation
[4]. Although these solutions somewhat reduce the comioutait burden, the problem still remains that
statistical efficient algorithms are not useful in moderabelarge-sized networks or for applications that

require fast estimation.
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One such application is network monitoring. A typical saémas as follows. For a given network
of interest, a number of probe packets (on the order of a femgand over a few minutes) are sent
from the source node to the receiver nodes are sent at retym@rperiods. The end-to-end statistics
are measured and then deconvolved to estimate the link-dgaamtities of interest. This deconvolution
algorithm needs to satisfy two requirements. First, it ninesaible to solve the inverse problem in roughly
the same amount of time as the sampling. Estimation thattisaraplete before the next sample is ready
is effectively useless. Second, the algorithm must bessizdily efficient so that we inject as few probes
as possible and avoid affecting the network traffic.

Some recent work attempts to address this problem. For pdag&e monitoring, the work of [6]
introduce extend the multicast probing idea to obtain aaddalsystem for estimating one-way packet
loss. The work of [5] uses Fourier characteristic functiomsnodel delays in a computationally efficient
manner. Their work uses mixture distributions to model teéays, thus providing a different kind of
flexibility from the models described here that focus on motse

This paper seeks to develop statistically efficient tomphi@estimation for link-level QoS that scales
well to time-dependent applications and large network®rélare two aspects to this development. The
first is a set of models that facilitate fast estimation andehsmall storage requirements. The second
aspect is an algorithm with improved computational comipfexver the estimation schemes of previous
network tomography solutions. The resulting estimatiagpathm will be fast enough to accommodate
accurate real-time monitoring of a network using the spedifnodel.

The paper is organized as follows. Section 2 describes mktonography in mathematical detail.
Section 3 discusses on the identifiability of models thatuseful in this context. Section 4 lays out the
estimation scheme in detail. Sections 5 and 6 test the #higorand a specific model in a wide variety

of simulation scenarios and a specific monitoring scenario.

[I. THE INVERSEPROBLEM

We can represent the topology of a network with a single soamde and many receiver nodes as
a tree (see Figure 1 for simple examples that will be used tatdlustrate the ideas). In general, we
will denote the tree a§ = {V,£} whereV is the set of nodes anfl is the set of links that connect
the nodes. The node skt consists of a source nodg receiver nodesk, and interior nodes (that are
inaccessible). Let P; ; denote the path between any two connected nodesl j. Links will share a
name with the node at their terminus (thus, a nagnmaay refer to a link or node depending on context

and there is no link 0).
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Fig. 1. Left: Simple two-layer, two-leaf topology. Middl@hree-layer binary tree. Right: Tree topology with notatio

Given a network of interest, suppose we send a probe paaket thhe source node to subset of the
receiver nodes. Le¥ = {Y, ,...,Y, }T (wherem is the number of the receivers in the experiment)
denote the end-to-end delays that are observed.Aggt = {1,4;,...,r} denote the links between

the source nod® and receiver node. Let X4, X; ., X, be the internal link-level delays. Then,

19

Y, = Xh+X;, +...+X,. A similar set of relationships hold for the other receivedas and corresponding

internal nodes. We can write these relationships, in génasathe matrix equation
Y = AX 1)

where X is the set of all internal node delays ardis the routing matrix: the matrix with a column
for each link and row for each path amy; ; = 1 if path ¢ includes link;j. The tree topologies and the
inaccessibility of the internal nodes imply that is not invertible and the above equation is cannot be
directly solved forX.

Example: Consider the simple topology on the left in Fig. 1 where nods ihaccessible, and nodes
2 and 3 are probed from node 0. We will observe delays on the fpatn O to 2 and the path from O
to 3 and we wish to make inference on the delays accumulatieeebe nodes 0 and 1, nodes 1 and 2,

and nodes 2 and 3. This problem has two paths and three litlesrduting matrix is given by

110
1 01

A=

BecauseA cannot generally be inverted, we will have to conduct expernts in special ways to
ensure that the deconvolution problem can be solved. Mosttetraffic on the Internet usesumicast

transmission scheme: a single source transmits packetssiogée receiver. Unless we make strong
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assumptions, this type of transmission cannot be used bl its order to recover the link-level delay
distributions. As mentioned above, the multicast protgobes multiple receivers from a single source,
resulting in correlated delays. This correlation addsrimfation that can be used to solve the deconvolution
problem. Theflexicastprobing method in [4] refers to the grouping of receivers ircls a way as to
guarantee identifiability while reducing the computatiobarden. This method breaks the total set of
receivers into groups that are probed separately from etdwr.dVhen chosen properly, the observed

end-to-end data can be used to estimate all of the intemlaldivel parameters.

I1l. M ODELS AND IDENTIFIABILITY

The focus of this section is the development of models thatagpropriate for fast estimation in
applications such as monitoring. We consider a general dwork for modeling delays as follows.
First, we assume that the internal delay random varialileare spatially and temporally independent.
Specifically, delays on different links are independent dealdys at different times over a single link are
independent. This is a common assumption in the tomogradmature (see the references above). The

framework for the distribution of a delay on a single likkcan be written as
P{Xy <o} = ay,
P{Xk =0|Xy < oo} = pg, 2)
Xil{0 < Xj < 00} ~  Fi(x;0).

Each packet is successfully transmitted across Ainkith probablya;. Given transmission, the packet
experiences an empty queue, and thus zero delay, with ggobabFinally, given transmission and a
non-empty queue, the delay in transmission acrossHiféilows some continuous distribution index by
parametery.

This general framework is appealing for several reasonst,kt combines loss and delay modeling
under one umbrella so that separate analyses are not r@g8&eond, the model explicitly accounts for
two important network engineering characteristics: tnaission/loss probability and link utilization (one
minus the empty-queue probability). Finally, it allows flakty in the choice of Fi,. We can exploit this
flexibility to choose models that meet the requirements sf éstimation.

The following proposition presents conditions under whiobdels embedded in the general framework
can be estimated.

Proposition 1: Let 7 be a general tree network. LEt be a collection of flexicast receiver groups

C;, j =1,..,C. Let each link delay distribution be given by Equation 2. Tdeeameters of the link-
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level delay distributions are estimable if (@), pr > 0 for all £ € V, (b) for every internal node € Z,
there is at least one flexicast schefjec C with at least two receivers that are descendants @fis a
branching node fo€;), and (c) every receiver € R is included in at least oné; € C.

The proof is given in the Appendix.

Proposition 1 presents very general conditions under waialide variety of models can be estimated.
However, busy networks may experience link utilizationattare at or very near one, violating one of
the conditions given above. For these instances, we pressithple sufficiency condition that covers
numerous appropriate parametric distributions or parametean-variance relationships. This type of
modeling, although approximate, is ideally suited for tidependent applications because they result in
simple parameter-based formulas for quantities of intdies moments and quantiles. The key feature
here is that central moments(J, — )", are estimable foh > 1 on all links in the tree. Thus we can
estimate any distribution or set of moment relationshifz th identifiable from these moments.

Proposition 2: Let 7 be a general tree network. LEtbe a collection of flexicast receiver groups
C;, j=1,...,C. Let each link delay distribution be given Wy, (x; ;). The parameters of the link-level
delay distributions are identifiable if (a) for every intafmodes € Z, there is at least one flexicast
schemeC; € C with at least two receivers that are descendants @f is a branching node fof;), (b)
every receiverr € R is included in at least on€; € C, and (c) fork € Z, 0, is estimable based on
central moments of order two and higher and foe R, 6), is estimable from the ordinary or central
moments of any order.
Remark 1:This proposition gives identifiability for many useful paratric distributions including expo-
nential, gamma, log-normal, Weibull, and others. The keth& each of these distributions has higher
order moments that are functions of or provide informatibowt the mean.
Remark 2:This proposition allows the estimation of different distriions on different links. This provides
a great deal of modeling flexibility. Large capacity linksxdae given one distributional form and smaller
links another. Further specification can be consideredrdoupto prior knowledge as long as estimability
is ensured.

The proof of this proposition can be found in the Appendixe §8 for a discussion of parametric delay
estimation and examples. The proof also demonstrates ity &b simply track raw central moments
without specifying a parametric form. For example, one dosilnply estimate the variance for each
link and use this statistic to make decisions about the nityaee [8] for detailed work on variance
tomography).

Specifying a complete distribution can be quite restrectand there may be no obvious choice. As a
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result, we also consider semiparametric model fitting inclvhinoments are only specified as desired.
These can be used to characterize the distributions unay st as a guide toward choosing appropriate
parametric models. In particular, they allow the researam&entify and monitor only desired quantities
without further restriction. This reduces the storage astilhr@tion requirements as well, resulting in
lighter computational burden that still meets that demahdhe user. As a useful example, we will

consider the following model that will be explored furtherthe latter parts of the paper:
E(Xk) = e, Var(Xy) = opj. 3)

This model, partially inspired by generalized linear maugland quasi-likelihood [9] modeling, has
two appealing features: it is fairly simple with a form that similar to many common parametric
distributions including exponential, gamma, and log-nalirithe work of [10] in the passive tomography
setting (estimating origin-destination traffic intensiitgsed on link-level packet counts) is also a source
of inspiration. In their work, the packet count data are nledeas normally distributed with variance
proportional to the mean raised to a power. Accordingly, ritaalel is appropriate for delays since they
can act as a proxy for packet counts. This model is easily dddxkin the general framework Eq.
2. Under the general framework, the means are identifiabl®roposition 1. The parametegsand

are not strictly identifiable in all situations since they @ommon across links. It is easy to show that
these parameters cannot be identified for a network with comoontinuous link means on all links.
In this case, the parameterand the functioriog(¢) are perfectly correlated. Nevertheless, they can be
considered nuisance parameters. Specifying the secon@ma@uds information for estimating the mean
even when the parameters cannot be estimated becausedtiensfiip between the log of the variance

and the mean is unchanged.

IV. ESTIMATION

This section develops a scheme for estimating link-levéhydalistributions based on end-to-end
measurements. The goal is a scheme that scales well to latg®nks and is fast enough for realistic
monitoring. The approach we take is based on moment matchiagve will see, this only requires
storage of the required end-to-end moments and the paremueate be estimated using matrix inversions.

Before we begin, we mention briefly that maximum likelihoadimation presents several difficulties.
First, the likelihood functions are large and unwieldy foee simple distributions and moderately sized
trees. Some discussion of this issue can be found in [7]. ri@kditting procedures like EM can be

quite computationally intensive and do not lend themselodbe fast implementation required by many
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applications. Finally, we have presented several types adats and maximum likelihood may not be
appropriate for all them, especially when no particulaelitkood is assumed. Here we develop a unified
estimation procedure that applies quite generally and nispeationally efficient. Some of the following
is developed in [7] in the context of parametric modelingisTpresentation is more general and more

rigorous.

A. Problem Formulation

We focus on moment estimation. The goal will be to chooserpatar values so that our moment
formulas match the observed moments as closely as possibkdlon minimizing some loss function.
Although there are many choices, we favor squared-err@: [bBe choice is attractive for two reasons.
First, for large samples, the moments should be approxlynatgmal, thus squared-error loss is appro-
priate for approximating a normal likelihood. Second, wa barrow from the well-developed literature
on optimization in the squared-error setting.

The focus will be on minimizing the squared difference betwebserved and expected moments. The
expected moments are in terms of the parameters that wetarmspting to estimate. The moments may
take any number of forms. They may be an end-to-end meansneas, or other higher order central
moments. They may also be probabilities, possibly on theololggit scale, of seeing zero delay or loss
along a path or set of paths. All that is required in much ofgbbsequent development is that each be
some observed moment from end-to-end measurements anebittatonverges in probability to its true
value and converges in distribution to a Gaussian varidter(appropriate scaling).

We consider estimation for some set of flexicast receivengs6 = {C;, j = 1, ..., C'}. The monitoring
will be done based on a series of probes collected over smiglivals. For the present development,
we will consider a single interval to avoid additional nagat Let M/ be the observedth moment for
the j-th flexicast receiver group. Le’vl{(@) be the functional form of thé-th moment from thej-th
flexicast receiver group. The loss function is given by:

Q05 M) =§Z (M7 — Mio)]

j=1 1
Example: As an example, consider the observed values that could be teséit the following

exponential-like model, a special case of the model in Eqna8 and estimable under Proposition
2:

E(X)) = 0
Var(X;) = 63.

September 19, 2008 DRAFT



TRANSACTIONS ON SIGNAL PROCESSING 9

Estimation for the simplest topology in Fig. 1 can be perfedrbased on the following end-to-end

statistics:
E(Y,) = 61+0, re{23},
CovYa,Y3) = 6%,
Var(Y,) = 607 +62 re{23).

Note that point masses at zero and infinity can be added byntgeall of the above end-to-end statistics
as conditional on being positive and finite and adding lagbpbility-based moments to include empty
gueues and transmission success. In this example, traismiprobabilities could be modeled with
equations like

log(P{Y; < c0}) = log(a1) + log(a,), 7 € {2,3}. (@)

We note that this setting allows for quite general estinmt®arametric distributions are of course
easily fit with this method, as in [7]. Later, we will focus onsamiparametric approach by specifying
the functional form for any desired set of moments. Furtlepe restrictions can be imposed as desired.
Finally, as we have seen, this procedure allows us to easiyanrcontinuous distribution with point
masses at zero and infinity. This is appealing for networkography since it allows one to estimate the
probability of an empty queue and a full queue along with tbeuing distribution for the intermediate
case.

Example: As a further example of the generality of this method, coaisithe simplest topology in
Fig. 1 with the simplest version of the discrete delay modediied in [4] and elsewhere. Let each link
delay have two possible valueXi, € {0,1} and letay (i) = P{X} = i}. Note that identifiability for
this model can be shown using Proposition 2. Using this maslelcan form the following moments to

be used for estimation:
Cov(Y,Y3) = ay(1) —a2(1),
E(Y2) = ai(1) + (1),
E(Ys) = ai(1) +as(D).

Similar moments can be computed for discrete distributivits more bins and for networks with more

complicated topologies, but the equations quickly becorteemely cumbersome.
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B. Fitting

Because of the similarity to traditional nonlinear leastiags, we consider model fitting using the
Gauss-Newton procedure (see [11], for example). The dlgoris attractive because of its simplicity.
We develop it here in the context of the moment estimation.

Rewrite the loss function as one sum over all the moments andider its derivatives:

QM) = > [M;— M;(0)),

2

0Q(0;M) gy OM(0)
s, —2;[]\/—@ M;(0)] 90,

In order to minimize the least-squares criterion, we neefthtbd such that the above derivative equation

is equal to a vector of zeros (allowing us to drop the conitddé can consider all of the derivatives in

matrix form:
8@(9;1\/1)]_ /
| = D - ),
where
~ OM;(0)
D;; = 9,

Example: Consider again the simplest topology in Fig. 1 with the exgtial-like semiparametric
model on each link. The model yields the following vectotiznd-to-end moments:
[ 01 + 02 ]
01+ 03
M@O) = | 67
07 + 03
| 0% + 63

The entries are the means, the covariance, and the variahties end-to-end values.

For this simple example, we have the following matrix of @rterivatives:

1 1 0
10 1
D=1]20, 0 0
20; 20, 0

200 0 263

We can approximate the moments at the true value using arTex@nsion around some initial guess
6©):

M(6) =~ M(0) + D(8 — ),
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Forming the residuals and replacing the true value with theeoved moments gives us an updating

scheme based on solving a linear system. Thus at someatetative have the following linear system:
M — M(89) = DB,

where is the unknown offset between the current estimaté ahd the true valué, We can solve the
system and get the next iteration given @y = (@ 4 3.

In general each iteration should be closer to the minimizéhe loss function. However, there may be
situations where the step increases the sum of squaresoithis, we use the modified Gauss-Newton
in which the next iteration is given bg(¢t1) = (@ 4 3 where0 < r < 1. This fraction can be chosen
adaptively at each step. If the full step reduces the sumwdiss, then it is taken. Otherwise, set .5.

If the half step fails to reduce the sum of squares, then italsdd again. This guarantees that the loss
function is reduced with every step and gives convergenca $tationarity point. Examination of the
derivatives will indicate if the point is a minimum.

The algorithm has useful complexity properties in terms athbmemory and computation. Since the
estimation is based only on the moments, it requires veltg itorage. This is a vast improvement over
algorithms that require all of the data or the counts of theed data, like those referenced in Section
1. Further, the efficient implementation of the algorithmyalving a QR factorization and one matrix
inversion gives computational complexity 6fm?) for each iteration, where: is the number of required
moments. Again, this is a large improvement over other nusthbat have exponential complexity, such
as the EM algorithm for the discrete delay model [4]. Furtingsrovement can be gained in many cases
by using sparse matrix techniques, as will be the case wigje laiees and small flexicast probing groups,
such as bicasts. These two points make the current modedirapigm ideal for application requiring

fast estimates.

C. Large Sample Behavior

The procedure has desirable asymptotic properties thav &ir inference in the large sample setting.
Proposition 3: Let 7 be a general tree network. LEtbe a collection of flexicast receiver groups

Cj, j = 1,..,C. Let each link delay distribution be given b¥j(xz,6;). Assume that the model
specification is correct and that thé, are identifiable fromC. If the observed end-to-end moments

obey the Strong Law of Large Numbers and the Central LimitoFém, then the least-squares moment
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estimator is consistent and asymptotically normal:
0 — 6 w.p. 1
Vnt(@—6,) = Z~N(@0,%),

wherev/nf = v/nD, n is a diagonal matrix with the appropriate number of obsé@mwatfor each moment,
D is the matrix of partial derivatives, ard is the covariance of the observed moments.

The proof can be found in the Appendix. The terrh can be viewed as the number of observations
related to each estimated parameter. With these facts, weaapute approximate confidence regions

and hypothesis tests, key components for monitoring agidics.

D. Weighting

In the traditional nonlinear least squares setting, olzdems with different variances can be weighted
to assist estimation. The same procedure can be used hehe ioutrent moment matching setting,
particularly as the variance for moments is often well-knoWwo procedures can be used depending
on the setting. If an entire distribution is specified and ¥hgance of each moment can be calculated
in terms of the parameters, then the weights can be updatbdeath new iteration of the parameters.
Alternatively, the variance of each moment can be compuésgdh on the observations and held constant
throughout the estimating procedure.

A second method computes weights based on the general fasrfad the variances of the moments.
For example, the variance of an end-to-end mean is just tdeeand variance divided by the number
of observations. More complicated moments have more ceatglil variances, but empirical estimates
can be computed directly from the observations.

This procedure is easily extended to larger numbers of mn#ralso extends to flexicast probing in
which separate groups of receivers are probed simultahedushis case, the above procedure is applied
to each flexicast probing group individually. As probinggps are independent, the overall weight matrix
is block-diagonal.

Weighting the observations can also play a useful numeraalwhen some of the moments are large
in magnitude compared to others. The weighting generallyshe speed convergence and does not affect

the other properties of the algorithm. See [7] for a limitednparison in a parametric case.

V. SIMULATION STUDY

In this section we examine the results of a large simulatiodysin order to assess the performance

of the algorithm both generally and across many specificaaten We also compare the efficiency of
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the proposed procedure with a simpler variance-only esitimarocedure.

The data is simulated from the simple two-layer tree from. RigWe fit the semiparametric model
with point masses at zero and infinity that is obtained fronbedding Eq. 3 in Eq. 2. Each parameter is
assigned a high and low value and data is generated at eadfinaiion. The transmission probabilities
can be eithef.9 or 0.999. The empty-queue probabilities can be eithdror 0.5. The trunk link means
can be either or 10 and the leaf link means can be eitifeior 11. The overdispersion parameter
can take value$ or 9. Finally, the power parametey can take values o? and 3. The parametery
is manipulated by generating data using the log-normatidigton for v+ = 2 or the inverse Gaussian

distribution fory = 3. For each set of parameters, there are 100 data sets witB0D0Observations.

A. Testing the Semi-Parametric Model

We analyze the data using the Gauss-Newton procedure witthtgebased on the computed variance
of each observation.

The maximum RMSE proportion for any of the three transmisgiarameters across all of the simula-
tions is0.0013 and the maximum proportion absolute bia$)i8004. These parameters are independent
of the other parameters and are easily estimated from th#icient statistics: counts of the individual
path success and a count of the joint path successes. Tlaistcst allow a matrix equation on the log
scale that can be solved directly without iteration. Witk thrge number of observations, these sufficient
statistics have small variances and the resulting estsrete very good.

The maximum RMSE proportion for any of the empty-queue patans is0.13 and the maximum
proportion absolute bias i&037. Although this parameter is not independent of the mean amnidnce
parameters, the bulk of the information comes from sufficEatistics similar to those used for the
transmission parameters. Once again, these statisties $raall variances leading to good parameter
estimates.

The mean parameters are more difficult. The average RMSEogrop across all scenarios for each
of the mean parameters is around 0.13 and the average poopalisolute bias across all scenarios is
around 0.025. These averages conceal some large valuemaXigum absolute proportional biases for
each of the links is in the 0.40 to 0.44 range. In the casesentnes occurs (biases of greater than 0.2
occur in about 4% of the scenarios), it is almost always edldab the disparity in mean parameters.
Either the trunk mean is small and both leaf means are largdcerversa. These parameter settings
can produce unusual results. When the trunk is an order ohitnalg larger than the leaf means, the

observed end-to-end covariance can be larger than one ob#derved end-to-end variances. If the reverse
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is true and the trunk mean is an order of magnitude smaller tha leaf means, then the end-to-end
covariance can be very small relative to the end-to-endchmass. In both cases, the algorithm accounts
for the resulting variation by inflating or shrinking at Ieéase of the mean parameters while trying
to maintain the end-to-end means. In these cases, the nagi@amee relationship that makes estimation
possible actually causes trouble as the random fluctuatiottse variance-covariance moments lead to
untenable settings that are resolved as best as possible.

All of these estimates would appear to have good propentiesdcking network behavior and detecting

change.

B. Comparing with Variance-Only Estimation

Each of the scenarios was also considered using an algothihinestimates only the transmission
probabilities and the variances. In this case, the variagatenation uses a single matrix inversion
to estimate the link variances from the observed end-toemv@riance matrix. The variances are not
restricted to any parametric form.

Figure 2 shows histograms the log of the ratios of the RMSEttier semi-parametric variances to
the RMSE for the variance-only variances for each of the 28ekharios. As the histograms indicate,
the semi-parametric model is competitive on variance edion for the vast majority of the cases. This
should not be surprising as the data were generated from @o@ate model. The cases for which the
variance-only estimation is superior roughly correspanthbse cases for which the data has the largest
variance. In these cases, the moments show greater vayiabid the semi-parametric model with its
common variance parameters may not fit as well.

Although the unrestricted variance modeling may be moredtiexand have a slight advantage even
when the semi-parametric model is appropriate, it does eocéssarily more useful for decision-making.
The average RMSE for these statistics is very large unddr éstimation schemes (often several times
the true value) since these statistics can vary considerblsing the semi-parametric model, with its
ability to track the much better-behaved link means, woydear to provide a much better model for

network monitoring.

VI. NETWORK MONITORING

In this section, we investigate simulated monitoring sciesao assess the effectiveness of our models

and algorithms usings-2 a network simulator [12].
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Fig. 2. Log of the ratio of RMSE of the variance from the serairgmetric model to the variance from the variance-only

estimation.

A. Monitoring Technique

We consider monitoring a network using the semiparametodeh(Eq. 3) embedded in the general
framework (Eq. 2). This model allows one to track the proliéds of loss and empty queue as well as
the mean of the delay distribution.

We will use two kinds of exponentially-weighted, moving eage (EWMA) charts to monitor the link
delay distributions. For the individual links, EWMA changll be computed where the observations
are estimated quantities for each time interval. Monirinese alone can sometimes be misleading as
the estimates of the means are correlated. As a result, wausél a multivariate EWMA (MEWMA)
chart to monitor the whole network at once. This chart is ateresion of the EWMA in which the
observations are a vector. First we compute the vector rgoairerage for the current time peridd:
Zyg = MNig+ (1 —X\)Zg—1, wherejiy is our estimated vector of means at the current time peribeénT
we compute the quadratic forri2 = 74, %717, whereX. is the estimated covariance &f; computed

during a control period. We chart and monifbt to evaluate the network as a whole. See [13] for more
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Fig. 3. Small network used in the monitoring example.

background on this issue.

B. Monitoring Scenario in NS-2

The ns-2 network simulator allows us to simulate network traffic gsiealistic network protocols.
Topologies are constructed in terms of endpoints, roubsth(of these are nodes), and connections (links).
Parameters such as transmission protocols and bandwilthisecspecified to mimic real networks. This
simulator also allows us to assess the performance of ounadstin the presence of violations of our
spatio-temporal assumptions.

We simulate a monitoring scenario using the topology showrfig. 3. Each link has 10Mb of
bandwidth. The background traffic on each link consists oPTa@hd UDP connections with exponential
interarrival times and pareto lifetimes. The UDP connewiare arranged to be fewer in number and
much longer in length than the TCP connections.

In the first phase, we simulate a period in which the network igs normal state to obtain control
parameters. In the next phase, we simulate a period in whiemetwork goes out of control. At the
halfway point, we double the number of TCP arrivals on theriot link 3. We generate 10000 seconds
of data for the control period and 5000 seconds of data fontbgitoring period, both at 10 probes per
second. We will use 100 seconds of data for each monitoringgheso the estimates at each time point

will be based on the previous 1000 probes.
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C. Results

The results of the simulation are control charts for the méaa logit of the transmission probability,
and the logit of the empty-queue probability at both theiekel and the whole-network? level. The
control charts and relative errors can be seen in Fig. 4, &,6an

First we consider the question of efficiency. For the 50 nawimiyy periods, the longest estimation time
for a Matlab implementation on a 3 GHz Xeon processor wastabbgeconds. With monitoring periods

of 100 seconds, we easily have the solution for a particuiae period before the data from the next
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Fig. 6. Control charts and relative accuracy for

time period are available.

Next, we examine the accuracy of the method. The right paofelisg. 4, 5, and 6 show the relative
accuracy in terms of percentage for each parameter. Theseoanputed using the observed link-level
output available from the simulation. With few exceptiotiee values are quite small. There is almost
no error in the estimation of the transmission probabildaygely because it is always close to one. The
errors in empty-queue probabilities are all less than 1%.desh of the probability moments, the data
provide quite a bit of information about the parameter valard both could be estimated using a single
matrix inversion (the transmission moments are essentgsitimated this way). The errors in the mean
parameters are less than 2%. All of the link means are gdyerhlthe same magnitude, a scenario
identified in the simulation study as being fairly easy foe #igorithm.

The charts show a fairly dramatic change. Depending on thee tiue problem should be diagnosed
quickly with the trouble assigned to link 3. The bounds her @hosen to give the same probability
coverage as plus or minus three standard deviations wheitaring a Gaussian variate. Something more
appropriate could be chosen along with more sophisticatgzpig rules; this is the subject of ongoing

research [14].

VIl. CONCLUSION

This paper has extended the active network tomography jganatb include practical continuous
estimation. In addition to parametric models, we consiggniparametric models that only require the

user to specify a few moments. This allows flexible choicelsdanade depending on goals. Second, we
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develop a procedure for moment estimation using the Gaesgdw search. The procedure is capable of
handing a wide class of models and is computationally efftoough to scale well to large networks.
We have considered an example in which the model tracks thetiges of interest very closely and
does so quickly enough to monitor changes in the traffic.

In general, the models that we consider here are approxiraai@de we have made in order to be
efficient. There is further work to be done in the developmantlexible models that are capable of
modeling network traffic to any desired accuracy. In the akaonitoring, further work needs to be

done in determining appropriate bounds and decision ridetadng a network to be in or out of control.

APPENDIXA

PROOF OFPROPOSITION1

We begin witha. Estimation and identifiability for these parameters caso dle found in Xiet al.
[15]. By assumption, there is a probing schefewith receiversk and/ whose branching point is node

1. Consider the data arising from this scheme in the follgwinear model:

log P{ (Y%, Yr) < oo} L 11 log(a)
log P{Y}; < oo} =111 0 log(mi k) |
log P{Y; < oo} 101 log(71,)

where; ; is the path-level transmission probability from node 1 tal@é. The routing matrix in this
equation is invertible, meaning we can estimate The remaining internal links proceed by induction.
A similar equation can be formulated for any internal nedesing , in place ofc; and then using the
transmission probability estimates for each link in thehpat to link s to calculaten. The transmission
probabilities for the receivers are easily obtained in ailaimmanner using path-level estimates and the
estimates for the ancestor probabilities.

We now turn to the remaining parameters. By assumptionetisea group with receivers and/ that
split at node 1. Consider data from this group in whigh= y, < co. With probability onexr; = y; = yp.
Thus we have direct observation from link 1. We can estinpatas the proportion of these observations
that is equal to 0. The remainder of these observationsethosater than zero, can be used to estimate
the continuous queuing distribution. For example, thesectliobservations can be used to estimate the
Moment Generating Function (MGF) and compute the density.

Further link parameters for descendents of node 1 can bmatsti using path-level moments and
probabilities and the estimates for the moments and prbtediof the node’s ancestors. Again, the

MGF can be used to compute the density.
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APPENDIX B

PrROOF OFPROPOSITION2

The proposition is easily shown by demonstrating that tlyglired moments are available under this
probing scheme.

Consider link 1. By assumption, there is some receiver gouwith receiversk and ¢ that split at
node 1. Under our assumptions, the covariance of the eeddadelays observed at these nodes is given
by the variance of the delay distribution on link 1. Note thet also get the variances of the path-level
distributions onP; ;, and Py ;.

We proceed by induction. Assume that we have estimated thieatenoments of orders two through

A —1 for link 1 and the paths to the receivef, ;, andP; ;. Consider the quantity:
E( Z}LAMJ ZlA— [A/2] ),

where Z is a centered end-to-end measurement. This estimableityuisna function of theA-th order
central moment of link 1 and the lower order moments of linkntl ahe receiver paths. Thus central
moments of all order two and higher are estimable. Thus, weesimate all the components &f.

The rest of the links iriZ are handled through induction. For any nogethere is once again some
pair k£ and/ that splits ats. If we have estimated the required moments for all ancestbes then the
moments fors are obtained by estimating the central moments of the bligtan onP,  (in the same
fashion that we used for link 1) and subtracting off the morseari each ancestor link.

Receiver links are also similar except that we can use thiediicer moment as well. Clearly we can
estimate the mean of the end-to-end path. Since we have etalyptharacterized the distributions of

all the links inZ, we can estimate their means and subtract them from theceedet meand

APPENDIX C

PROOF OFPROPOSITION3

We begin with consistency. Consider the vector of partiaivdéves of the loss function set equal to

Zero. '
] =0

If the model is correct, then a solution of this equatiofijsand M (6y). Further, the Hessian at this value
is given by: H = D'D where D is the matrix of partial derivatives. If the model is idergtfle, then the

columns ofD are linearly independent arfd is strictly positive-definite. By the implicit function tbeem,
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there is a neighborhood around M (6,), a neighborhood” aroundéf,, and a unique, continuously
differentiable functionp : U — V such that
[862(9;1\/1)]
90 lo—p(u)
By the Strong Law of Large Number3{ will be in U almost surely. Thus the minimizérthat makes

Q(6,M) = 0 is consistent.

=0,YyM € U.

Given consistency, we can asymptotic normality. Considier Taylor expansion of the observed
moments around the true value. Note that for large samglesets the loss function equal to zero.
In the following, &; is the Hessian for thé-th moment evaluated at a point betwe®and, in order

to give equality. Heren is a diagonal matrix formed from the sample size for eachrsehe

M = M(b)+ D6 —6)
(0 — 00) h1 (0 — 6p)

DO =

(6 = 00)"hn (6 — 60)
VI [M - M(6p)] = vnD(b - 6)
(6 — 00)'h1 (6 — 6o)
+ %\/ﬁ

(0 — 60) hm (6 — o)
As the sample size goes to infinity, the term on the left isrithisted as normal variate with me@nand
covarianceX. The Hessians are bounded on the closure of the above neigitzbl” because they are
continuous. As a result, the last term on the right goes to asf goes to,. Substituting terms gives
us

Vnf(6 - 6y) = N(0,%).0
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